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mm&) mmm 

^j-zy^mmt ^x<Dny^yvmmnmmz^t=.ny^yvmmvm^ 

BA&fr (DnyT-yy&fc izmmm & <z> ^ -fe > * ftff \z -d v \ r ©SSti^l 

dp-^n^^ (EKB) m&yV"-\ZlS\r}&954TyV*kffl*£.LT<DV-7 
I D££t>\ I DiZtt? $ ZW-dt- Z 7 7 J )l*£.f&L, 

&i&Lfcvz bTMrnm^yT-fjisZt^^yy bm^-^t lxmr-tzz 
>^*fe«9>f tyxmm<DUW&m#<D&uftiz&^x&m?zmmmx*&z> 



i 



m§E#2 003-3042459 



#2 002-213701 



mmtz—^uvv (ekb) mmvv-iz&vzt^^Ty bmm^thx 
(Dv-yi D&<kt>\ 1 Dizft~?z>faUT-$$:ft^>mmv * brmm 

dp_^ n ^/7 (ekb) ©fliJUfcHfTLT, i«^b3>-5 t > % y©tt^ftflijcam 
mm^-my^mmiz. ^^^y^-m^m^n^>ny^yvmmmm 

9afH^Jffl^B^(c^M$tifen>^>^M(I^ (CID) i:S^tn>f> 
^©h^t-^^WJM^ (CID) h©-gt^ffi:bT3>f>^S4$:^Tt 

§ & § 3 1 h f § m #m i ic ia«cz) mmmmmmo 

ziy'ryyn&ZMtf-t&v^J ry h frbouyryvt friz? j-ty^m 
m%i4t*-y~u *>>7 (ekb) BB#yy-icfctts#^>r r> hiiSfj^hLT 
if- * tcgc? < tku&miz.m'i < u * h r«as*©iE^ffi?ass:*# tit 
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mmfeUT-tte. U-7I D&A:&7 s -*fcLTft««iK:«fcoT£jifcLfcM 

ftMSrJaMLT^UfeMACHi:, tibfe'J^h7^iI^77>f^©' 
riiEf-^i:lT©MACii:0itfMi: UTff &e>#/&T'&£:: £ 

0] 

jc £ w s fit ji£ & t? * *; , 

Mmt*--?uy>; (EKB) SJfTy V-lc£tt3?^-f T> MiSlHPiibT 
77-f;i/^W§77^M^f77°i:, 

m^m in 

[ffjfc^l 2] 
1513-7 r >f ;b«^f y 7*te, 
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U-7 I DfcAiJilUT, U^^^^Sfett^^-feV^W^KDffUtWM*©* 
3] 

mm^-zruvt (ekb) @E^^u-{csw§^^-rr> Muan^^bT 

©U-7lDfe«J:tJf, t'J-7 1 D {C^ft^^E^- * o tufa U X h T#L3S 

IM^-^n^ (ekb) BB^y v-K&tt&9?4 yy MHM?t LT 

mmm. nsmm s^lt wnam «r« « & ma* « ^ t- * ^ t , 
& * 1- s r t s #m t ? z mmt&mjj m. 

i/=Lmn> SteLfcU x h7^1g^7 7^f;^©tliEf-^ £ lT©;\«y */a 
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USS/*^^ UT©Mj?iI^t©MtSiSi$:ii«tT^LfcMA 
[fM^l 7] 

^ft^r-^Dy? (EKB) @^yy-(C&tt£^5>f7>hfi£!B^bT 
©U -7 I D£J;t>\ l'J-7 1 DiC^ft-^^liE^-^^^oy X hTMI^ 
7 7>f;i'$:4^t5 7 7^M^f>y7 t L 

frfiau X h7^1^7 t 4)1 ^Ayy VWM^r — # h LTtIM btfA 

[ff^^l 8] 

ny^yyn&^fs-t&V ^4Ty b^^0)ny^yytf=.lt^4^y^m 

i/XT<u£LT(D mm&mmm c & # £ mmmmmn ^u^^^tmLtcny 

tin-* • ^n^Mot, 

W^fc^r-^n^^ (EKB) @Bfryy-{Cfctt£^-f 7> MSB^Lt 
tf>y-7 I Dfej:r>\ i'J-7 I D(C^-t^>^liET-*-^$:^oy^ hT&S^ 

yxhr®a^0iE^^i^Tt§iEStti^i7,f77°ii, 
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[0 0 0 1] 
[0 0 0 2] 

(JBHT. rtl^=&n>^> v y (Content) fcPftf) (3D, >f >^-*5/ h^C 

*^EU#-F, HD, DVD, C D^©8£& *rfg&IB 

Mt^PC (Personal Computer) , fB£»£H> jS£Hm«&, &5VMi>f- 

, CD, DVD^fC|£M34%, S^a^H^fStl*. 
[0 0 0 3] 

^A^tftSfcftOD-f^^?!-^ fc-BVMi^^U*- K, HD, DVD, 
[0 0 0 4] 
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[0 0 0 5] 



[0 0 0 6] 



[0 0 0 7] 
[0 0 0 8] 

[0 0 0 9] 
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[0 0 10] 

?^-f7> btfrnA-tznyT-yyotpiziz. -m^mxmmic^v. took 

(DK^WtenyT-yyU^ mmm^tf^-tz n y^yy z<D£o 
^n>f>^$:IAbfc^7^ yy Hc*fbT, ?^-f T> h tf)=gg©^JIilrJC 
J: *J zjyryV(DU&tf^ffilzte^tc.Mi!<. SS3>f>7lA^I^<$ 

[0011] 

=f>^>^<Z)fam, #££H?t nSmt.-tZ>£olz, ny^yy^tc\tny 

£J:mf#&3S#i£, ifer>lCn>H°rL-^ • ^n^A£ 
il t -6 Z £ £ g Ift £ 1 $> =b <D V & Z> „ 
[0 0 12] 

[ fii ii & j$ & -r & £ & © ^ in 
^-^07^ (ekb) BB^yu-fcfews^^'fr^hsiiBa^fcbT© 1 ;-^ 

8 miE#2 0 0 3 - 3 0 4 2 4 5 9 
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t jc j: y , mm co n > ^ > y * fc © 5 >f > x##co#^# 

[0 0 13] 

y-7 I DlC*ff S^Ex-^tt, 'J-7IDSAijf-^i:bT, S^IIICJ: 
[0 0 14] 

[0 0 15] 

fb^-ya>y^7 (E KB ) BBft^y-JCfeWS^^^T^MRM^^bT^y- 
7 I D£J:t>\ I'J-71 DJC^ff S^H^-^Sr^OBrffHy^ h7«tSK#7 

[0 0 16] 

, ^>f-fe>^i?— /Ij&^H^StiS-^-bf^^-^S:^*, IcfiBffiHWBPtt, tufa 
tf-tf*^-*fcte»2;rifc"5VW K3f- (DNK) Sr^tf^Sfrfb*- ^ 

ny? (ekb) ©^a^n^fbT. m^itnyT-yyo'&^mmizmm-tzn 

[0 0 17] 

, A^e>n^s*is=i>^> x yfiiffl«i'»«T?&y, t&iEftflffiWi 

, tfrre«ffl«««K:«JWstifc3>x>^»»i : ? : (cid) ts^*3>f> 
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vnnyryvmm* (cid) t^-m^^tLxny^yvn^^mr-t 
**J*T?»$ CI 
[0 0 18] 

Mmt*-'?nv>7 (ekb) misw-izis\-tz>9^4Ty bmm^tbx 

(DV-7 I DfcJ:t>\ I D&C#-t£&I£-T-*-#£^oU X h 7^1I# 

[0 0 19] 

[0 0 2 0] 

-yiDZAj3?-Z£LX%mmfc&^X£.f%LtzMACmx&V. suta^liE 
[0 0 2 1] 

m^ik?yTyy<Dm%&&z$n£&mzmfi?z? : 74 7ybz.LX(Dmm 

Mmt*—?UV >7 (EKB) if^U-iCfel7S^7>f7>MS'J^bT 
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(DV-7 I DfcJ:r>\ i'J-71 DiZttt&feU?-* $:ifoU Xh7M^ 
[0 0 2 2] 

^(D%iUftiz-&\,\T&%'? zmmmzmm lt t/ =Lmz%.mh. m^^y=t 

[0 0 2 3] 

V7°\Z, V-7 I D£A7JhUT, 3>7 : >»y*fctt9>f'fe>^fll#(Z>ll9C#5l 

IfcSE^r - # i: f 6 &Ut - * ^ y 7° & $ t!Z £ £ h "T -5 . 
[0 0 2 4] 

$^tc> mh\Y>*-7~uv v (ekb) mmyv-iz&tfz>??4 yy vmm^ 

£.LX(DV-7 I D£i:t>\ I'J-71 DtC^-t^^H^-^&^olrffHU^ h 
[0 0 2 5] 

mmt*c-7'Uv? (EKB) IB^yU-Kl&tt£^-f7>hf$SiJ^LT 
ffl'J-71 D£<fct>\ I'J-7I mc^ffS^iE^-^^oiJ* h7^Sf# 
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[0 0 2 6] 
[0 0 2 7] 

mi^s x -r y ^ fii/^f^^it ©ft tpg&s^s -t s m&m z 

o 

[0 0 2 8] 

fM^-7*0 7f (EKB) SB^yy-lCfeWS^^-f 7> MRSU^fcOT 
©y -7 I D££t>\ I'J-7 1 DJC^-BttK-r-df feff-oU X h7^a^^ 

mmv * hrmmm^? r 4 jiz ? ^ a r y bmq?-* £LxmmhxmA 
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[0 0 2 9] 

i/^fAi:lTffl 'ff^SIgS JC £ £ W^^aHtr :/ n ^ £ fE*E L n > 
IM^f-^n*;? (EKB) Myy-££ttS*5>f7> h»»iJ^fcLT 

[0 0 3 0] 

MM] 

[0 0 3 1 ] 

u VTsbrmmm^yy^jvtLx, m±it*-7uv v (ekb) @Hf§yy 

-iC£tt£?^-f T> MSWJ-fc UTCOy - 7 I D £J;t>\ l'J-7 I DlZft? 
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[0 0 3 2] 

^-etBs-tsfattawk cd^fd, MoteEmmmfo, 

[0 0 3 3] 

[0 0 3 4] 
[^©^i£tf>Mt] 

3. EKB^ffllfc^-« 

4. EKB07^-Y>y h 

5. 7'J-0*fi'J^i 

6. 3>r>7fAfej:t;^i 

7. A-^r7^/'Jxh7fti 

8. U y JUz&z>ay"r>y<D~ftmiB 
[0 0 3 5] 

[l. ny^yy^fci/^^nmi 

mm. *mB*mmLf^nyTyvWi&is*Tj±(Dnmzmm?zmv&z> 
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, ^7>f7>h7^'J^-i/3>12$:fU C P lUgs^flffltt^SJC <fc »J "/^ 
If 1 1, ^7^7>h7^'J^r-^3>l 2te©:7o^A#£fTS*i<5. 
[0 0 3 6] 

#^>f T> hr^U^r-S/g > 1 2&, ^7-f7> Mc£tt£zi>^>y<Z)M 
[0 0 3 7] 

^7-f7>M Oil h^IfJB^bTi/ay^t- 

>-r>y-*f— 3 t±, ^7^f7>M0{:^bTn>f^7?:Iitl)o 

7>h 1 OlC*fLT*&"t£„ i/3^t-A2 1ll ^7^f7>M0 

fe^tf-iffcrt-UT^U *5-f yy N^&©»A»SV^i8*Bl©S#S:SW 
#tt5„ *^SJC*StJTllA3>'5 i > , yJCW > tsai^«t3lS:fjft , 5 0 
[0 0 3 8] 

9>f T> M O^^con^-f^^S^JC^Sff^rfllWi: bT$ltg-r£ b^>if 
^i/3>ID (TID) ©$8fr*&3g, n^-r^y^^n- Kaf^flMB0>$&ff*i 
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yV(Dmmmmn£LX(bm%%LT-&U sage Right) <Z>|£f7fFnJ 
[0 0 3 9 ] 

?5>fr>M0B, 7>ft>^t-;t2 2fre><&frjM*©MK n> 

f>*;t-^2 3 fr*>©3>^>y5tf§&, ? 9>f T> h T7V >T~- V a V 1 2 
[0 0 4 0] 

%.my#-*v b^<DMmm±^mmm^n. t^jyybit. muftis* 

9 >f -fe > X -9- - A P> f ij m IS £ # # "* 6 „ 
[0 0 4 1] 

h 1 0tC^#t$tl^ o £<MC, 7>f t>XU-A2 2^^>^7>f7> M OlCt 
1 Otf>?^>f7> hr^Vr-issy 1 2#, fllMftflllR Steffi U #Jffi*£#& 
[0 0 4 2] 

^7^7>hl Ott, 3>7 L >yf[Jffl*mcgcK nyTyvmm*:"Iffi£-t& 
tcib(Dmmm£LT. Mmt*-7Uy V (EKB : Enabling Key Block) , ? 

• 7- K • 3f- (DNK : Device Node Key) ^CDiTr- * -5 = 

fM^r-^n-y^ (E K B : Enabling Key Block) , f-V"W X • 7 - K • 3f- 
(DNK : Device Node Key) n >t- > ^ (Bftlffl 3 y fUMIS 

& ^ -t h n. - -tff 1 a >r * ic ^ t tf> »0f#^ 3 > y v & h x mm «rti t ? 
ztzfo<DziyTyyfflm\z&m£tezm%mzMn?zfe&<DmT~*T>&z>o 
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E KB, DNKtCC^Tte, &m"ZWim*&o 
[0 0 4 3 ] 

-rr> hi otc^^s. 7^t>^t-A2 2it 

#lCg^T#IMftHftpg (Usage Right) S^bt^-lf fA>f X 
3 0iCj|#fct-^c £<o(C, fIS/7fA3 10l^tSf/W^;-h>- (D 
NK : Device Node Key) , M^iit^-^U v ^ (EKB : Enabling Key Block 
) Kg^T^-^*^-^^^*^ 7>h 1 OtCl^'tSo +r-tf;* 

-K3f- (SDNK) &ftotM*-^nv^ (EKB) Sr^tf„ 
[0 0 4 4] 

Zblzny9-yv*mmzmm-t£Z£tfX*%Z>#-*'7)i*7 : JT (PM : Po 
rtable Media) ODjR (V\;bv$>£^ x y * 7 # h (Check-out) &lZttJfo) (Dfflm 
*$W&&o JK-^^MfY7 (PMrPortable Media) y S/a. * 

^U, ifett/MHD, #7^**, Mf-fXf, MD (Mini Disk)^, # 

- * f= a* >r x & v * t mm «r fg & IBD&j&tt T* & 3 . 

[0 0 4 5] 

tfttc, H2$:#Ibt, ^7^7>M0, J/3*;^t-;<2 1, 5>f-fe>X 

mmu(Dm^m^-t 0 rn&c^^fAiicpus^fii^tfPc, -f-a 

[0 0 4 6] 

IU2 feM^T^^A©^^^^^^^ CPU (Central 
Processing Unit) 1 0 1 it ROM (Read Only Memory) 1 0 2 JCfS'BISJlT 
^Z>&mz?U y^A, &£V^£, aaUfflSl 0 8tCftiWStl, RAM (Random Acc 
ess Memory) 1 0 3 \Z U - F $ *l A &Cfi£o T&m®M SUfitS . * 

>f7i o ottffBMS&frfcvv ^n^Mi^cpu i o i ic««&-rs„ 
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[0 0 4 7] 

ROM (Read Only Memory) 1 0 2 It C P U 1 0 1 Mt§7°n U*? 
UW-MVrt?*-*, mfe^-Z^ZWtiH-t &o RAM (Random Access Memory 

) i0 3&, cpui o i<z)H^c£v^^fflf3yny^A^, ^(Dmfi\z-& 

[0 0 4 8] 

m^tf;^#3P i o 4 n>^>^00t#>ft:, m^&s, T/U^;-h>- 

(DNK: Device Node Key), ^ftdf- :/D y # ( E K B : Enabl ing Key Bl 
ock) (DMftf&Mt. bT, #IX.&D E S (Data Encryption Standard) (DRf-JHtT 

[0 0 4 9] 

n-^y^gpi 0 5 MiSA T R A C (Adaptive Transform Acoustic Cod 
ing)3#5*\ MPEG, JPEGOT, # X y n - K&JI> 7 s 

KfltS&Uffl-So ^S^t-*-^«> A*l l 1, Affi^>3f7x-^ 
112, K^-f ^1 1 0 5r/MtyA-A^HHiIftl 2 1 2>m>> £ 

f2'Mftl 2 UC&MU ££liai#gpi 0 9 $r^LTffi^Jl-§ 0 
[0 0 5 0] 

Ati}*^>^7x-^1 1 2Cit 3f-rf?-K, *?V7.m<DAj]^ 1 0 6, C 
RT, LCDffflf^^H, Xt-3!j^f,^§Ml0 7, /\— Kir^f 
X ?^<Z)tB1igP 1 0 8 , ^f-'A, ^-^^;i/r^^^^CJ:oT^$tl-g>®# 
BP 10 9#^$j!£;ft, h^Mfgm^Ufex-^^ff £ 

[0 0 5 1 ] 

[2. dr-IBM^^LTCD^U- (*) flf^fCoVNT] 
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£5flJJ5"srfgfc , t ^n-K*-V^hl>^'J^3> (Broadcast Encr 
yption) #^0-JSfi|T?&$y U ""^^^iSr/W ^ h ^ — 5!I$i£!clC O V"* 

[0 0 5 2] 

m 3 (Z)^TISfC^1-^ > A 0 ~ 1 5 jfi 3 y -r y V fUffl £ & 3 ? 5 -f r > h £ 
[0 0 5 3] 

#f;H^0~i5.|i, 5S5t«r&-5v^iffi^, W«tf)mic;}3VNT, HI 

3 tc^-rmt ^ u - (*) i#©y-7;fre>;i/-McMs*T?0; 

(f/H^;-K^- (DNK: Device Node Key) ) =e U ICfMfc 
t5. EI 3 ©STi^^fK 0 0 0 0~K 1111 ^r/W^0~l 5 IC-etl 

S^e»2#g©» tCiBSStlfc*- : KR~K 1 1 1 &7-K*-£ 

[0 0 5 4] 

HSJC^-r^y-fllfiJcKlfeVAT, MX-^^/M^O^y-^^r-KO OOOt 
, K0 0 0, K0 0, KO, KR5:Mt5. r/U * 5 i£K 0 1 

0 1, KO 1 0, KOI, KO, KR5:Mt§= -rA-f X 1 5 tt, K 1 1 1 1 
, Kill, Kll, Kl, KR*ffi^t& a m 3 <DV V -fCtt-r/^ 

W0~1 50 1 6M©#!EJI£3*U yy-££&4MI/&©^i&<Z>fcftfc;£:&# 

#*«i:bT^bTv^s*«, $? 5 ic#<(Df : A>r^*^yy-^{c^$n, 
, ^y-©#as^cfev^TMJa^&a««^s:s:^#■^r^:^Br^l^?**. 

[0 0 5 5] 

Br3©^y-«3ilc^*4xS«-r^>f^fctt, $4 &9Btfftft. 
, ^NMXiltooi^Mfe^VNli^A^XiC^flJfci^lC^^tlfeDVD, CD, 
MD, ^yS/rL^y^&teffil-SflUfc*^ y<Z)^AVX#^£*lTV^ 0 
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[0 0 5 6] 

^.^03 <Z>j#,S»T?HAy^aP^ t^fc^f'AMXO, 1, 2, 3&H-©|B*iSE 

feSV^iiS/a y^-A^t, ^f/W XiKB-r-* 
£gm*fTfc3«B&W:, 0 3©j&iirT?ffl^8P3\ t^^f/Hxo, l, 2 
, 3 §: 1 o©^;!/-^^ tt^ltr-^ Z.(DX 
e>&£Ol/-^tt, @3©y y-#lC&jR#£"t& 0 ^>f-fe> 

[0 0 5 7] 
[0 0 5 8] 

ZK7)^U-H^lCfeVNT, 03fr£>fJ!&frfc<fc-MC, 1 otf) ^IC^* tl 
§3o©f/H^0, 1, 2, 3 Sf/Hx; - K3f- (DNK : Device Node 
Key) £ L,T&M©*-K 0 0, K0, K R fc^tf^/W X J - K3f- (DNK 
: Device Node Key) &f|t§ 0 d CD 7 - K*-£^f*J«&5pJjg'** » £ tC £ 
y, «*tf#jt©*-&'r/W;*0, 1, 2, 3 ©^IClt&'tS £ il jbWIBfcfc 
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So gstic^-**; - f^-ko ok, f/uxo, 1, 2, 3tc 

£t=.. |ffc^-KnewS:;-K*-K00tl|f 
ftbfc'fiiEnc (KOO, Knew) * y h ? - ? W±U&& 
frKfemLXTJUXO, 1, 2, 3lCStffff*Uf, f/H^O, 1, 2, 3® 

Enc (KOO, Knew) &^Ttrfcfc3f- K n e w * £ tf«rtg £ & 

fcfc, Enc (Ka, Kb) »K b & K a iC <fc o TBlHHfc b # S 

[0 0 5 9] 

&5H#j&UCfc^T, f;W^3©Mt5i: KO 0 1 1 ,K0 0 1 , 
K0 0,K0,KRM8f (Ay*-) IC<fc»J#*f3ftTMbfc;ifc#$fcj&L 

fct§£, s/x-ri* (f^Hxo, i, 2, 3 <n 7 )]/-•?) T*jt^g£ 

fe&lCtt, ;-K^- : KOO 1 ,K0 0,K0,KR5:fnfWc^iK (t 
) 001, K (t) 00, K (t) 0,K (t) RlCHfrb, f/WXO, 1, 2 
£*0J&Br*-&te;*.5ifrM#£>'£>o K (t) a a a UKaaatf) 

ISft (Generation) : t ©Hfr^r -TffeS 3 £ 
[0 0 6 0] 

3S«f^-©SB^3lt3V^TSi9!i-*. 3f-©3S$TW:, 04 (A) (Cat 

tlSMfc^-^n^ (E KB : Enabling Key Block) tftlS ^ Q V V T~ 

ibtr^^o, i, 2 ic&j&f scifcJc iot^f sns. &£> W^k^ 
-■/Dy^ (EKB) H3K^i-J:e>fcyy-«3i&*J**S#y-:7K:# 

^$tl-5o fM^-^nyi' (EKB) ^-Il^n^ (K R B : Key 
Renewal Block) fcPftftiS £ £%>&5 0 
[0 0 6 1 ] 

04 (A) iCaH-^$5Mb*--7ny * (EKB) ICtt, y - K*-©H$r©& 
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S, H3^e>9ib^*«I:^fC, f/H^O, r/H^ltt Miry- K^-hl 
TK (t) 0 0, K (t) 0, K (t) R#&JtZ?&y, fVW^tt, H$t7 
-K^-fcbTK (t) 001, K (t) 00, K (t) 0, R (t) R#&H 

[0 0 6 2] 

□ STS^BlP^fc^-tt, Enc (K0010, K (t) 001) Zltl 
»f/W^2©io'J-7^-K0 0 1 0 JCcfcor«F#-fbS*lfe3g«f^ - F^r- 
K (t) OOlT'feU, f;UX2tt, gt6D^'J-7^-(CioTI©^ 
fclc-Zm^L. K (t) 00 1^5:W§S. «[^JC«fc»J»feK 

( t ) 0 0 1 £J^T, 04 (A) (DTfrb 2 8LE<Dm^it*-E n c (K (t 
) 001, K (t) 00) £&#prtB£fcy, 35#fy-K*-K (t) OO&H 
#TJE#C* 04 (A) <D±frb2mU<Dm^jt*-Enc (K 

(t) 00, K (t) 0) 5£«f/-K4r-K (t) 0, 04 (A) <D 

±^6lggfflSf^^-Enc (K (t) 0, K (t) R) ^tfbK (t) 
R£f#£c — fA>f^KO 0 0 0.' KOOOlit y - K*-KO 0 0 lijg 
iTt--5*f^ic^^tiTfe^1 s , 5S«f^-K*-i:LTi55l&©tt, K (t) 0 0 
, K (t) 0, K (t) R~e$>£ 0 f/WXKOOOO. KOOOKl 04 ( 
A) ©±fr£ 3©B©l£-iHb3 1 --E n c (KOOO, K (t) 00) &£-^UK 

(t) 00, feflfcfcU J^T> 04 (A) ©±fre> 2SB©l£-iHb3r-E n c ( 
K (t) 00, K (t) 0) &&-^U H$T/-K*-K (t) 0, 04 (A) 
0_tfr£ l©g<Z>lt#{b3f-E n c (K (t) 0, K (t) R) ^If LK (t 
) R£#£„ Zl^i^tCbT, f^UXO, 1, 2t«$fl,£^K (t) R£f# 
fcfc, 04 (A) (DjyryVXlt. t#^-tlt^t§ 

[0 0 6 3] 

H3JC^^U-«3g©±fiS©y- K*- : K (t) 0 ,K (t) RCDJSff 
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B) (D%mt*-7UV Z (EKB) £fflV^:i£T\ Mlfr^-K^-K (t) 

oo&fM^o, i, zizmitii'&zt.-tf-eg&o 

[0 0 6 4] 

04 (B) tC^lTE KBte, m7L\t^(Df^-^\Z^XpkM-t^t=.^n 

t^-^OfAMXO, 1, 2, 3#&£ta$M#;£ffl^Tfcy. fr£&& 
il^n^^^^^-K (t) con^HTI)Si:t6 0 r<£>£:£, f;Hxo 
, 1, 2, 3CD^M©y- K^r-KO 0 £Hfrb£K (t) 0 0 ^M^TDffc^ 
&m.(D^.%\ny^yy*- : K (t) conmifef-^Enc (K (t 
) , K (t) con) £|H4 (B) E K B H £ fefCgS^-TSc r<Z)fi»C 

[0 0 6 5] 

1"^t>t>, f;H^O, 1, 2ttEKB^IItT#feK (t) OO^i^X 

Jlfflf zny^yy^-K (t) c o n z. £tf*smic&Z> 0 
[0 0 6 6] 

[3. EKB%mmLtc3r-(Dmm 

yy*-K (t) con^fs^Jttt, k (t) o o ■km^rmtc^m 

(Dny^fyV^-K (t) c o n Zm^fik E n c (K (t) 00, K 

(t) con) £®4 (B) IZ^tEKB t^mmmi^^^LX^mLfcy"^^ 

V^-K (t) contbfeMT^S. 
[0 0 6 7] 

EKB^§M^^^C^ibTV\|,;- Kdp-KO 0 0 £ffl^T_t;£L££ 
mm<DE KBftimiZj: U, y-K=5r-K (t) 0 0 5:^5. £"olC, L 
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£H$ry-K3f-K (t) 0 0 *m^T^MnyfyV*-K (t) c o n &m 

tut, m^tizmm? zfcfoiz&ftmitfW'D v - ? *-k o o o ovm^ 

[0 0 6 8] 

[4. EKB©7t-7>y hi 
0 6 1:^^-^7^ (EKB) ©7t--77hll^f D ^-^3>2 
Oltt, %%Jit*-7~Uv V (EKB) OA-i/s y ZB-tMW&T'2bZ> a 

mzi&-Oo t7°xi$. mmt*-~7uvv (ekb) oDSH^^^A^xic^-t 

EKB) tfrcof-'-^POfefiS:^ tff >f > # l J , # ^jj<>f > # 2 0 4 
[0 0 6 9] 

[0 0 7 0] 

4f^«P2 0 7tt, x-#SStC&8ft3*lfclf#ffc3*lfcy - K*-, 

0 7T?W:, -r-^LT&lCHU (A) ^LfetM^-T'Dy^ (EKB 
) &j£#-r<S0ff&^b"CV\5 o iCDBKDx-^tt, EI7CD^ (b) {C^fi^fC 

TKl/^fc'tS. h*-tf)3S§T3f-K (t) R#^£*lT^£ 

nc (K (t) 0, K (t) R) ®7tf) (a) ICa^PgJgy U -lCaH*&g 
fC&£„ iZlT*, ftCDf-'-^te, Enc (K (t) 00, K (t) 0) 

*v^»^tti*«aagsn6. {£ (l) * cr) iiLris^ 

3*15. *±«©x-#Enc (K (t) 0, K (t) R) ©£lC«-r- # 
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[0 0 7 1 ] 

r-^Enc (Kxxx, Kyyy) #y U -flSiitf) if 3. IC&g IT 
Enc (Kxxx, Kyyy) . . . ft, WlCBff-J^ffcS ftfc^f-OSt^J-T 2 - * 

•vmm b <t e> izmmt^- # cmstt y - k • -r * * * v\ 

T, Mx.il 

0:Enc (K (t) 0, K (t) root) 
00: Enc (K (t) 00, K (t) 0) 
000:Enc (K ( (t ) 000, K (T) 00) 

[0 0 7 2] 

06{CMoT, EKB7*-7>y MCO V>T c5 £> lCift$J"f"<5 0 ^ (Signatur 
e) 2 0 8H |»^-^n^ (EKB) &3Sftbfc«*fcm«JIiZ>*- 

JCJco-TiE^ft^a-fb^-^n^^ (EKB) »ff#*«»fT Ufc^aMt^f-^n 
v# (EKB) T;&$>Z.£*:mB?2>o 
[0 0 7 3 ] 

[5. *;'J-CD*f^U^I] 
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[0 0 7 4] 

U-*3i©*±«lCtt, ;i/-h^f-Kroot30 1ffi$H, &T©*50fg 
ICtey- F3f-3 0 2#»3tg;ru iJ-7*-3 0 3^SHS 

[0 0 7 5] 

rrt, -fli: ttft±g^e>SMgS0fc5 ; - KSrA^^U y- F3 0 4 
^7-F^-t^ 0 3IM|g©lo©y-F&lIj££:LT&T> M+lg^T©;- 

[0 0 7 6] 

^ii08®iMgifflio©;-K3 o 5KH±*T"dry [^^nf^^ff 

(mo ] tfgsjtsn, za)j~ raric^^-s/- f, 'j-7tt^ j t^ff 

[0 0 7 7] 

5©2aT©7~ FtC, ^^'JXf^f y *£^MUfcfVM*©7!j^:f U }C^£ 

t^fn'j /- Fi?&sS^*fflS©y- F3 o 6J^TIC #^#^#1©^^ 
^Ulc^ttiS^H^atg#^«fg©y-F3 o TtfMfeZft. $<b«©T 

mz, &&n&mmtt&nti<DiJ : r3v\z'&iiLti& cphs] ;-K3ost c 

y- F3 0 9 feKje-t-Bifc^^SS. 
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[0 0 7 8] 

&sv^iMw— tfx#^, ttSco#^ (ine)^. 

©«L Rg#fl:3>^>y©IB^ &£v^±&g3r-(Z)IEff, ^Dt^M^ ^©H 
y# (EKB) ££i&bTIM§U Ej&y - KJgTFOfVW ;UC*f LT©2MM 
[0 0 7 9] 

r©J:5fc, lc®;-K^i:lt, &T©7 - K£-e©Hj&y - Ktcfe 
HSnfc*^JU, fcSV^^^rJy ©Wit7- K£ LTSttrt S 

Ar-iTua, *>SV>tt^^7 L =fUS© 1 -D&m&J - K&OTI 

□ y* (EKB) SrigC^Lt, Ht£ 7 - raTCM^SirVW * fcMglT 
[0 0 8 0] 

*M0i/^f^lcfc^tH 09 testis <fce>&c, 
T% *-©*Jl#fT*>ftS. ®9©M7?tt, 8 + 24 + 3 21©;- WJ- 

£ 0 nicSits^ri'Jtit Mx-li^^y x^>r y ^y & 

=ry«:*i*"ts„ -eit, zi©^^zfy y - K©e>*>© 1 ocoy - kjc, ^-f-fe 

[0 0 8 1 ] 
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-tr^icJiMStis. zitucky, 2 24 ($ji6*#) 

2a©PBJffcJ:»K 2 32 (*&4^) ©n.— if (&&v%&:2.— ^aM*) £M 
*±©#7- KtcatJS"*-**-;^ DNK (Device Node Key) &flSj£U *T 
[0 0 8 2] 

©MSr^- K^-fcEV^TIf-iHtStu EKB^tCfflf $^l§ 0 EKB{C£tf£ 
[0 0 8 3] 

ri-lffVM >U£. it- fcf Xf~* lCf3a&£ tlX Vn§ D N KCDV^ftfr©*- 
Sffii^T, nyT-yvr-Z £ ^fcJcggtfSftS E K B ft£iBj&3*iT^5eia 

izmi&2tix^%2<biz^(D±(DmM<Dmffi; - &±©*ra 

[0 0 8 4] 

&T©y- k&*<z>ihj&>>- Kc£isnfc*fdry, fesv^i-tf-rf^-rify© 

y ©© 1 o ©H,& J - K S: <W* -9— ^ X ^ n A >f #^tf?(D J - 

KSrH^fc-tSt^b^-^ny^ (EKB) &3ftetc^Lr, Ej&y-KJg* 

[0 0 8 5] 
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[0 0 8 6] 

01 0 2o©^^=fU tCoV^M-t£o 01OI3fJ:e)C ;i/ 

-h;-F3 5 0©Ti(CT^^fA;- K3 5 1 £Ig5£U ^(Z)TJ£fC Tit- 
tf^7-F3 5 2, feiUSTA- HV - K3 5 3 TA-FV-K3 
5 3 fcHu&hLfcy i-ff/W^«l§gftS:'J-7 3 5 5 tbT^ 

L, «^MthltHI?tSA - K^EKB [EKB (H) ] fcfflfTtS* 

r-ifyyy Tt-^;-F3 5 2 ^E^,i:bfc^u-n n 

-If X^HtC^t-SIf- tf ;UC*f/S LT28fT fcf **f£S EKB [ 

EKB (S) ] zmm-tz>j]T3vyv-T*&z> a 

[0 0 8 7] 

A-K*fJSEKB [EKB (H) ] , It- tf**f/& E K B [EKB (S) ] £ 
^*l^ft!E^&^ll£&of ; A-f XJC*f lt#X.^tlSDNK (Device Nod 
e Key) -T&t>*>, U - "7^ *> T i/7."rU(D J - F£ t'0 A°7s±©#7 - FlC*f 

[0 0 8 8] 

[6. a>f>7iA^3J:^iM 
&ic, v=r4yy Yl^ny^yv^mK^tc.\%wm^^<^vm(^Wm\z-D\^ 
X, 01 i£AT£#^UT!Mt-£ 0 
[0 0 8 9] 

^^^7°$:^bTVN-g> 0 gT< i/-try*miz7x^$imiz'D^xmm-?& a 

[0 0 9 0] 
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*Mfr&L Uf^ (2) ) T, f^^l/^C^ (3 
) ) +&. 

[0 0 9 1 ] 

V'yjyy bit. i/aytt-rttofktt-t&nyTyyVZ btt^ny^yv 
SrSflLT, £»dIC, »A*fettttWif^&^©liS Ur-y:/ (4) ) £^t& 
oT, y^^if 0 T i/ a y ^t - ACg#f - * (*T-y^ (5) ) 

•TS. H^T-'-^lCtt, 3>f>7ID (CID), 2/ a V?Mr- XWlffl* (S 
hop ID) , ^iOTASfeii^h^^^cD^^^-^^^^tiS. 
[0 0 9 2] 

? (6) ) t5. i©WJtS#JCtt, 3>f>7ID (CID), S/a»;^D- 
AfiM^ (S h o p I D) 
[0 0 9 3] 

>>a>ID (TID) ©38*fflt3I (X-ry:/ (7) ) &H$rt£ 0 

3 > i d (tid) <Dmmm<DmM*mi 2<D7u-it^mLxmm-tz> a 

[0 0 9 4] 

ICS^vxt, h^>if^i/a>ID (TID) ^f^Sl 
0 2CfeVNT, ^Ufeh^>-tf^J/a>ID (TID) fc, J/g*;^-^ 
e>fl3feSnfe=3>^>^ I D (CID) fc&^jStfttT h^tf^aVx-* 
fcUTSBMPtcfcttr*-*. «*Cfc, £j£bfch^>if?S/a>ID (TID) *y 

[0 0 9 5] 

mi KDy-tryxmicmz>o mMi/XT&iz* h^>if^>a>iD (ti 

D) Mlfeh7>f^i>a>ID (TID) i:flff*flr*&T I Dfil 

SfcbTJ/a y^tf- AlCSHg (Xrv? (8) ) t5„ fe^U 
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[0 0 9 6] 

£#-£HC&, r^fl^&Jl (7.5" y:/ (9) ) lif»SS<x5. 
[0 0 9 7] 

ate, mi 3(Dy-*yxm*0mLTmm?z>mmiz'D^Tmm~?z> o ys 

f^ffhbt, HA * £ ttl*«S##sft<© 3 y -r y V O # D - K#nfM# 
§:fi^xfAi:*tbtSi U^y:/ (10)) t6. 
[0 0 9 8] 

faU^m Uf^y (ID) &£&frt*. #?>n- K3^M*fe!E*£3I03¥ 

«®1 4(D7U-Z^mhTWLW-tZ>o 
[0 0 9 9 ] 

BfH^lC^StlS h7>-tf^S/a>I D (TID) fc, Sfc££/£U iBHSSPtCfe 
Mb^h^^-if^i/a^ I D (TID) fcfcflg^U $ £ tC^T" y ^ S 2 0 2 fC 
33V*T, M^^)^5zbfeh^>if^i/a>ID (TID) Kl^i£UTSB#Snfe 
3>f>^ID (CID) £Et#U Xfy^S 2 0 3 {CfeV^ CIDfC*f/S 

[0 10 0] 

mi 3<Dy-^y^mizm i )> mwzMtt&o ti^xf^tt, #*?>n-F 

ff Bfif^fclE&S Uf^ (ID) ©ffc, 3>T->»y©4f^>n- KffofS: 
i/H*;yt- AIcMLTDHt (X-ry^ (12) ) tfi, Fi^lCte 
> h^>if^t/a>ID (TID) , 3>f>n-AURL (C-URL) , 
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7-ft>Xt-y^URL (L-URL) , n>f>yiD (C I D) , flJMUHf 
ilD (UID) , iffiS (n>^>y) URL (S-URL) , iJ— fcfX I D# 

[0101] 

S/ay^iJ— Ate, taS/^f^f)^>n- Kffnf&S^S^, #9>f 
gf$t5fe«)(!!)jgi77>f;i/S:4^lT^7>f7> h©^^if &^LT^ 9 
[0 10 2] 

SS&77>f;i/©MS:01 5 S:#MLTfiWtSo |3ifr7 7 -f ;i/ 3 6 0 tt, ^JC 
1f^>X^A#£i&L£h^>if?£/a>ID (TID), *9>f7> htfUIA 

fcsv^iSMg-rs3>T-> x y i d (cid), fai/7,fA^bt^7>n 

- KffF«fflf*K:***i*3pJM«Hff*I D (UID) , *«5/*^#£jabfc* 
^>n- KffBrflf*lC^**lS-9--tf^ I D, 7>f-fe>7t-AURL, ( 
3>r->^) URL, ^.a^AT'&S^^T'feS^ODM!!^-^^ 

[0103] 

&*^>f T> hT^'J^r-i/s >*WILT, ^ti^tiCDT^U 2/ a > *m 
[0 10 4] 

zmm u^y^ (is)) -tSo 

[0 10 5] 

^7^f7> h77' 1 J^-i/a>i:J3^T^Tt^77 0 'J^-i/H>|Bi»: 
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[0 10 6] 

&£ 0 017 (a) i:-9-h^r-^©f-^MM?:^t 0 
[0 10 7] 

gfl 7 (a) &C^fJ:o{C, -tf— IfX^-* 3 7 01C&, E K Bfflfg^ U -tC 

-^ID, Sf>{Cf^Hx;-F^- (DNK) Sr^-h^r- (Kroot) 
THf-SHfcbfef-*-*, E (Kroot, DNK) #^£*l<5 0 t-^f-^l: 

il^tl^o gH^Jitt, 01 3lCgf®l^f7^ (15), (16) (Bflt&lC 

[0 10 8] 

01 6i3tXf-^S 3 0 1 fCfc^T, -fr-tr* I D^Oi^-tf^T 1 -^ 
[0109] 

z<DT7*)\shm%mmmi$. ^mxmm-t^ny^yy^nmMmo^^ 
teny^yvmmmmmtvzmmznz, 

[0 110] 

017 (b) izmmmmm(D^--znf&mz*t a 017 (b) \z*t&?iz 

, *(JMMt#3 7 1 fctt, ^jmW#m^J^i:bT0fUM*^#l D, ^fH^ 



3 3 
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[0 111] 

&M75?ff*> (ON) i:LTiS^$ti^a>^>^{co^T©fiJM^^nr$ 

ft&Wifett&o 3 7 2 \z\tm i 7 (c) icavtj^tc, usi®?^ 

3 7 3#f8j£2*U ^I|77^3 7 3^> (ON) (Dlg^n >x> x yt?S>tltf 
> ^W^nTSnfen^^^ye&Sifc&^U (OFF) 

to 

[0 112] 
[0 113] 

IH l 6 cd&S 7 n - (CM y 7 ^ U - */ a >fi»ffl?l©«iS^>Klc o v> t !ftB£ 

1*^= ^f^7"S 3 0 2CJ3^T, J-ty XV- rtfrb<D 

o 4 £3t#»AM7:7V4r-$/a>S:^fTU «Wfflr^U-!r-S/a>©jS»7 
r>f;b-e*-6»^tt, x^-v-fs 3 o 5 jcji^nwfflr^u^r-j/g yzmn-? 

So 

[0114] 
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[0 115] 

-Fm&ziyT-yw-wzttLTmn Uf^^ (21) ) ts. 

(b) #j*o icfBfcstifcn^-x-^y i d (cid) tzMR-t&xyf-yyvib 

6„ ?7>f7>h7^y^r-i/a>tt, 3>f>^ID (CID) (ciUzi^T- 

So 

[0 116] 

jfo-tznyT-yvmmzt^-f yy hizmm (22) > n, ^©n 

>^>^fif»l±, Bff#ftn>'r>yS:^*, 017 (c) IC^fi^lC, 
>^^r- : K c T*$g^k2 ft fcziyryyT-* : E n c (Kc, Conten 
t ) , ny^-yv^r- : K c h^r- : K r o o t T*flff#ft L fc-r- * : E 

nc (Kroot, Kc), $ : h^r - : K r o o t ££#)tf> 
EKB, S&Klltltt79^'r-*, -9— If* I D^©ff«#tffln;**ifc"7 7-f ;i/ 
T'&So 

[0 117] 

flf% (Us age Right) CDIfc#M*£ 9 -f -fe ~ /UC*f It J£f§ ( 

TsTVZf (2 3) ) t5, 3<5D^{C{£, $fc{C^ a y ^-9— Afr ^MLfefilfr 

77>f;b (0i 5#M) *Ki**n*3pJM*W«i d (u i d) , z^^fyyh 

T-f;b (01 5#^) t^fC^ftS h^>if#^a> ID (T I D) 

□ 

[0 1 18] 

^-f -fe>*-9--A$£, jpJM*)lfll« (Usage Right) (£>lfc#^;££^ 
WS/^T-AJC*fLT, S^JR^M U^y^ (2 4) ) SrfT«s-5 
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„ z<Dmmz.&. mmmmmiD (uid) , h^>if^>3>iD ctid) 

1ID (UID) K#J«i-SWm*fffc«JELfeJiS«F«*«:9>f'fe>^*-AK: 
*£fs (XtV? (2 5)) f5„ 
[0119] 

flM*$ (Usage Right) ^Mbt, * ^>f y> h izft UTS&fJ U 
T-y^ (2 6) ) f£ 0 fcfc, n^vyflUB&fffctt, 3>^>y<Z>H£[IIifc 

[0 12 0] 

fJffilMHR (Usage Right) fe^^J ^-f T> h tt, 
T^y^-A^^fgbfcn^^yiCo^T, #Jffl*g'«fg (Usage R i 

ght) izmm^nr=.mm^mzm^^xziy^yv(Dmm^mt.r£^ 0 n- 

^fribziy^yv ID(CID), fflmmmm (Usage Right) ID 

&nfeLfcn>Tyvn&m# u^y^ (27)) ^st, ?^-r y> hr 
) ts, 

[0121] 

&<Dmmfrz>mMznz>&oiz > n>f>^t-A3 8 2^^^^^r> h 3 8 

T> h 3 8 3 tC5-f IT, t-t'Xf-^, #IM*Sft$R (Usage 

Right) ##x.£;ft£„ 
[0 12 2] 

ny^-yVit. ziy-y-yv^r— : K c &C J: U . Ifc-JHsSJxTfcy (Enc (K 
c, Content), 3>f >*;*-Kcli, E K B «ftg&;i,- h=¥ 

[0123] 
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7* J — — (DNK) &&#U IX bfeDNKlCSo^T3>T>'y7 
7^MEKB?:^bT, ;i/-h^r-: KrootMb, ££>IC, 
fe;b-h^f-:Kroot^M^T, Enc (Kroot, Kc) Sr^bTH 
>T">y*- : K c £I&?#U L tc n y^y V 3f- : K c UBf^bn 
>f>7:Enc (Kc, Content) ©^^M&llfTLT 3 >-r > N )> £ 

[0124] 

v-^x?-*. mmmmm (u s a g e Right) tftfotmtc^y^ 
yyu^m&ftmic^^T. 02 o z^mLxmm-t&o 

[0 12 5] 

EJ2 0&. 7\-K*ff5EKB [EKB (H) ] , it- t? 7s*fJS E K B [EKB 

(s) ] ^mMbt^ny^yv(Dm^mmic.m^<ny^yvmmmmy~^y 

[0 12 6] 

@2 0(3tt-t'xf-^4oi, tezzfrnrnmrnmi o 3 ^-f-fe>* 

-F-A^^M-t^-^-efc^ Rt-*Ht=i>^>y 7y-f ;i/4 o 2iin>^> 

L/TCOU— "7 I D, EKB ©A- >, § £ it- b'^EKB 

[EKB (S) ] ^m^C^&it-fcf^j^A-f - F3f~ (SDNK) 
&, A- K*fjS*^=fU^ U-tC*flSbTl2^3nS^/- h^-K r o o t ' IZ 
ioWftlfer-^E (Kroot* , SDNK) fcteHftLTV^S. 
[0 12 7] 

m^it^yT-yyyr^jvA o 2 +f--tf^^©^T-^u v v -KMfoi> 

h^-K r o o t ?:|&ilfef -^MEKB [EKB (S 
) ] , ji/-H-Kroott'3>f^yiD (CID) ny^-yy^m 

m&£&m.^&m\zmm-tz>nyTyy*- (k c ) tzm^tvtc^-zE ( 

Kroot, CID + Kc) , £ J:r>\ n^-r^^ (Content) §:3>^ 
>y^-K c -eft-SHfcbfcf-*-* E (Kc, Contet) Z^ti7 T 4 
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[0128] 

mm± o 3 ^^mLr=.=L—^f^A^ mmmmm^^y^yyizMi^-t^^ 

AV^ VTs y T 4 )]/\HiZ&ffi't &o 

[0129] 

>rx (pd) m(D=L-*f?A4 xiz&^xte, mnzntc.mmfrt>&z>mmmm 

#4 0 3 Zny^yyoimm?-* £LT<dav 4 y^v ? *yr4 )i\Hizfeffl 

it, nyryvrnm^mzAv 4 y?v ? *y r 4 jiftmim&tmmz^m 

[0 13 0] 

n-^VM Xtt, 0 2 OI3t^f 5 0 1 iCfeVNT, J\- F^fJ^GDf-* 

A-f^y-F^r- (HDNK) 4 12£iIffiLT, /\- F*fj£tf) E K B (H) 4 
1 1 (DU^flimzmftL. EKB (H) 4 11^f), /\ — FMf&fi'r^ U y U - 
C^fjSLTlS^$tl§;V- h^r-K r o o t' &$ft§ 0 DNKMlfeE 

[0131] 

7.9-yy°S 5 0 2&C&V^, EKB (H) # £, Ifc »J £ b fc/l/ - h * - K 
root' 4 0 1 ft^Bf-^ttf-*- # E (K r o o t ' 

, SDNK) tf>m#*M£ll?TU f-^ftEKB [EKB (S) ] GD^M 

m^) izmm-?z>T^4x; - f*- (sdnk) $:^ft§ 0 
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[0 13 2] 

mz, X-ry^S 5 0 3 iCfcV>T. -9"- t^X-r-^^^y EBlfcf/Hx; 
-K*- (SDNK) SrfflVMT, «^ft3>f^77>f^4 0 2 ftlC&M£;fi 
fct-^fiSEKB [EKB (S) ] (D^M fe^ffU, ^-bfX^ 

EKB [EKB (S) ] W^jWSnfeif-tfX^JS^^rTU^U-JC^lSL-r 
ag5£3*x£;i/- h^r-Kr o o t So 
[0 13 3] 

#ClC, X^-y^S 5 0 4 tCfc^T, i*- tf X^fJ&E K B [EKB (S) ] fr£ 
BtUfflUfe/b- h^r-K r o o t &m^T, Ifc-SHfc 3 > <r > ^ V 7>f /1/4 0 2 ft 
IClMStlfeff^-ft^-^E (Kroot, CID + Kc) CD^fltJSSr^T b 
, 3>f^iD (CID) ay^yv*- (Kc) £Jfc^-t3 0 

[0 13 4] 

ffiUc3>r>^ID (CID) fIJM«'W^ftiC^§tlfc=l>^>^ I D 

>^77^f;i/4 0 2^^ijaibfen>f>^^- (Kc) zmmbx. m^it 
zjyT-yyyT^^^oziz^m^nr^m^it^yr-yyE (Kc, conte 

nt) ltn>f>^©S4^^ 
[0 13 5] 

4xfc^-rJU^U-(C^1-^EKBhLT(Z)A- K^fiSEKB [EKB (H) 

] nyTyymmv-¥xiztti&Lxmfeztifc.%T3vyv-izMm?% 

EKB tLTCDV-V'Xft&EKB [EKB (S) ] £ ^tl^tlMSUlCn-if IC 

- If X ©Spjffl ZftftoZ\t tfnSm 
[0 13 6] 

it-tl^^EKB [EKB (S) ] Sr^-^Sfc&CDDNK. f^^SD 

NKit ayT-yyizfti&Lfev-¥x7-$ 4 o i t bTii^nrtg-rfe u, £ 
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root' £^M(_,TBiHHtb£liJ&£: Ltc<DT:\ lEa^HDNK^f^n- 
iff-VM:*©<fr#\ SDNK&KUT^, ^-lfX;tf*rjffl£&<5 0 
[0 13 7] 

tfz., ^>T•>^^^JM^cSv^T, BiHHt: n > t- > ^ 7 r ;b 4 0 2^Jfcf#$ 
4x5 3>^>^/|Sgrj^ (CID) fc, 3pJffl*flf#**e>9t#Stl-&C I D^fflY^y 
^>^»a&HfT*rS*fiJtfcbfe©-e, fUJBfMISU 0 3 I D'fffg 

[0 13 8] 

[0139] 

9#M) ItmmLTV^J yy NS/^x^OQSBMJC^ittb, 1A3> 
[0 14 0] 

xhy-S^WIB&WSfT©*^ *9-fT> b7?V T-i/m n> 
■r>y#^>n- KH^§r3>^> x y-9--A*(cMbT^f (Xt^V7° (3 1)) 

^7>h77°u^r-i/a>n 3>t>*;id (cid) (c «fc y 3 yfyv £J| 

[0141] 

* (n>-f>y/*- h) &&*K:*9>f T> MC^LTSHB Uf^7" (3 2) 
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QzymZMft (XtV? (3 3) ) U ti®n>f>7A-h©^5:3>f 
[0142] 

[0143] 

#C£X^y^S 7 0 2 Klfi^T, ftlffi L tcV- tT X I D JC^/S^ 5 *r 7 * )l b 
mmmmm (Default Usage Right) (HI 17(b) #M) 

-^r-^ (mi 7 (a) mm) tt&iz. 7-(i?yxv-xfrt>mmznz> 
mmmmm~?&<')> mAny^yvizmmLxmn^n^mmmmtm^i), 
u,m^mft^yTyyizftLxffl%zfr2>fflmmmmx*&2>o 

[0144] 

nyryynmiZ&^Tte. f7t;HIWifi (Default Us a 

ge Right) ^uM-t&z. £i>m%mm^3kftx* ryxfrbmm 

[0 14 5] 

v^tf^l/h^JEfltftSS (Default Usage Right) 

y^-ny^yv(DWMM^. ^>^^\mm^m^ny^yv I Dfi^Sti 

[0 14 6] 

?^{C^f 'y7°S 7 0 4iC^^t, f7^;HMf# (Default U 
sage Right) ©flJMMiClo n #IS££*l£ 0 

fyi£tf>0i9, HI2 0 $:#IlTiibfej;9i:, n^T-^y-F- 



miiE#2 003-3042459 



#2002-213701 



[0 14 7] 

TIKigl/fcIA3>f>^(i!)S4i:lf«, E K B«tafc3£^< *-StfM&JlK: «fc 

mmm^t.LX(D7\- ^^^rizM^vxm^nr^^T-nvw -iztti&tz 

EKBtbtCA- KM/S EKB [EKB (H) ] =1 > ^f»JM"9— tfX 
KB [EKB (S) ] IC^-TSiE^J&DNKSr^-rs^L— tf©**^^^^^^ 

[0 14 8] 

f7*;i/^JfflHttl (Default Usage Right) $:$#U 

^icms b r b * e> z. t t>m±^ tis. 

[0149] 

02 1 (Z)i/->r>X®-eti, X b U >^Pi£cDM£^b£#\ f» 
Default Usage R i g h t) (D^MZPifeLZ . ?y * )l 

m mm <d m m \ z m ^ v n t n £ & ?t & e> m & t -t % z t & «i m v & & = 

[0 15 0] 

[7. ;t^77^/'Jxb7il] 

©Ay ^ra, v xbrmmz-D^Tmrntz, 
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[0151] 
[0 15 2] 

[0153] 

m2 3UT*mmi,T. a*j trvf/vx hr&mvmMiz-D^zmm'rz 

[0154] 

mfiztiz>y->ryx'V&z> a 

[0 15 5] 

^CDmff^fe^©^-^ 7T4 )Vt lsZ<DVX h7^1I^77-f;i/ [rest 
ore. d a t ] ^ (50)) "t<5. U * h 7^1g^7 7 A )l 

[restore, d a t] ®i^5:0 2 4 C^f 0 
[0 15 6] 

024 fC^fJ: "5 IC, UXh7ilI^77^il/ [restore, dat] 
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J\yi/z. (hash) |, $jxJ£MAC (Message Authentication Code) £> 
^■5 t ^^^*'t*ft«©«tS:3iffl I DlCgoX&IEffi^-* hit© 

7^1g^7 7^il/ [restore, dat] ££j&-r£ D 
[0 15 7] 

* y -fe - i/MMffi^ (MAC : Message authentication Code) Ji, 

MACm&f&M*m2 5(C^-T 0 HI 2 5(A^&C^t-J:e>&C^i^&£*y-fe- 
57 5: h#fe&C##JU (J^T. 7t-i?^Ml, M2, • • 

MNtt§) > ®MM (Initial Value (J^T, IVhtS) ) £M 

i zmmmmmm-tz (zcDumzi i t-t&) 0 &jc, 1 1 &de sm-*Hfc^ 

nx. e l&ktfMzzMmwmmmL, ^(D&tn 2*de sm^itn^xn 
. m^Kizm^Tm^it-tz (m^E2) 0 j^t, znzwtVML. ±xv>*v 

MAC (Message Authentication Code) ) 
[0 15 8] 

7 s -* lC^o^T£j&b£MAC£> mmZtlX^ZMAC £<D 

itm^n^\ -mLx^mi. faun^n?-* (*yfe-^) &«s> 
teztix^ft^zttfumznzo 

[0159] 

fai/^TA^IMS'Jx hy^-^Jcy^-fe* ^^vrf (5 1)) u f 
mi/XT&lt. bT^-PZt^J T> b(D7^WlZ^7* (Xf7^ (5 
2) ) -t§ 0 ^i/^^^CDJI^t-^U^hy^-^^, 'JXh7^II*77 
>f;b [restore, d a t ] (DT y zfu - K&Sfcl&fT'S'SflMB&fto*- 
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[0 16 0] 

y hT^'J^r-i/3>ffl^bfc'J^ h7MI^7 7-f;i/ [restore, 
dat] SrT^^D- Kt§„ U 7. b7MI^77-f;V [restore, d 
at] tt, 02 4 £#flBLTIM0feJ:5lC, EKBSf^'J-t:fe(75^7^ 
T> hfUMx-* £ bt©U -7 I Dil, M/U2MAC (Message Authenticati 
on Code) #£>fc<5/vy i/a. (hash) ffilC «fc o T#f&£ *l£„ 
[0161] 

ffSS/X'f-Att, U X hr&S^^T^l/ [restore, dat] £^ 

-#<Z)^IS (7**rvrf (5 4) ) £?ffce> 0 Iffl/>*;J/aii:, 
JT>blzmm (XrV? (5 5)) fS„ ^m-7T>f;bC7)#^«, &IC01 5 
[0 16 2] 

7 7° (56) ) , j@S&7 7-f ;i/©iaafc, *SV^i*fe!g-?tcj:o , rW»!faiRSii5 

7"(57)) i-5„ 
[0163] 

A* >^77 7°/nb 7M©MMh IT It, ■F-fcr;*^-*, =r 

A^e>«t#«riB^fes. fljfflffiftSRti, ^-r-fe>^-b— /we>3t#3*is 
. A'-y^777°/n hr&Jiicfcv^fc, £*ie>©&-r-#te, -eti-rfi©^ 

[0 16 4] 
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[0 16 5] 

Uf«y^ (6i)) r<z)^#^{ctt, mmisxT-2±tf%.&Ltc.mny 

T-J )VtplZ^£tlZ> h^>if^7>>3> I D (TID) #-££*l£ 0 
[0 16 6] 

gHtH#&^Lfc^>f -fe>^*- Att, h^y*f?issyiD (tid) fc 

7y^/U:*h7ffiir--#CD#J^^ Uxy 7 (62)) £^&e>., IM^X 

TIH'l (X^yzf (6 3) ) -T3 0 Zltite, A7^7'y^/Uh7M©iI 
@HR©±IK (^«3i) £&£U ±BgSrS^S«t,ail*©^lctt, 

[0 16 7] 
[0 16 8] 

6 5) ) t5. f~exf-^lt 5felC@17 (a) £#flBLTM!LfcJ:e>lC 
, fcfXx-* 3 7 OlCtt, EKBM^U-tCfeV\TSl3£3tl6^5>fT> 
MCH^ODU -7 I D, -9— bf^WflH-fc btOt- tf* I D, S^IC^/W* 
y-K^r- (DNK) £;i/-h3f- (Kroot) -eHF^ffcLfc-r-*, E (K 
root, DNK) tf&£tl& a 
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[0169] 

se>jc, zay^mmz, T7*)\ybmmmmm (mi i w #hb) 

[0 17 0] 

7(6 6)) -r^ D 

[0171] 

#ac, m2 7§:#mbT, -ny^-yvtortv vrvJ/VT. br^Miz-D^x 
mm?z> a a >f >^ 7 ^ 7 ^/ >j ^ h 7®iM!©i^, ^^r>h 

mn Uf^ (7D) -r^. zmt. %\zv?4ry s^»Ait3>f> 

yfcEH^&S. ^7^7>h7^'J^-^3>tt, 3>f^ID (CID) 
[0 17 2] 

^£n>^>yfi#£^>fy:/Mc3£f§ Uf7^ (72) ) iTS. zioon 
>f>yf«li, Hf#ftn>T->^S:^tf««-e*So ^tC®17 (c) £#m 
UT$fcf8Lfc«fce>lC, 3>T->y4r- : K c xm^itZ tlfcn y^yVr- Z : 
Enc (Kc, Content) , 3>f>7^r- : K c h^p- : K r o 

o t ^ff-SHfcbfcx-* :Enc (Kroot, Kc). $ e>lC : h : 
KrootSIRitSfeftOEKB, $ e> ICffrpg? 9 it-tfXlD^ 
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[0 17 3] 

fi (Usage Right) (Z)Ift#Mj££5>f ^y^-AlzMLXmm ( 

xf^ (73) ) ts. ckbm^kwu mmyr-ov (ini5#$o 

n*3ftlffl***l D (UID) , ^9>f T> i:UT©U-7 I D, 

S5>if^^3>iD (tid) ^ns. 

[0174] 

9^-fe>^^-Ali, JpJMfWt* (Usage Right) ©flfc^H^&g 
ftSh, MS/^xAKl*fUT, i££flB£*&3I Uf7^ (7 4) ) 
„ r©g#lCli, 5ftl/B*MS#ID (UID), h^>if^i/a> I D (TID) 

*ID (UID) Kl#JS^*3pJffl*frfeKJfeLfeJ»«P«««:9>f'fe>^*-AK: 
j£f§ (x-rv? (7 5)) ts„ 
[0 17 5] 

*W# (Usage Right) $:^Ut, ? ^>f 7 > MC*f ITSM ( 

T.^vzt (7 6) ) tSo ny^yypm^tit. nyryvtoUSM 

[0 17 6] 

3pJffl«lffif# (Usage Right) Srgfibfe? 5>f T> Mi, 5fcJC£f3 

Ltcnyryv zmmmmmtz mm^mz/i vtTv^r-ztLx&m-tz 

a 

[0 17 7] 

mmmmiz. JEMtenyTyymA&mizffiLxwrttzmmmmmtimtez 
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[0 17 8] 

[8. y y F7t4Mz «fc 53>f>*)/ ©n&Bite] 
V54Tyhlz&\,\T%jEm&rLyTyym%mz%?&z£Z3kft£.LXny 

[0 17 9] 

ttf^ufei: e> fc. ziy-Tyy&n&mR*** 1 ?* yy hit. ny^yvtm 

/B^sfe&icte, uyTyyV-Jifrbm j $it£tif=.ny^yv%:$:rtmz>££ 

[0 18 0] 

ia!Stt»^i/ftv^ L^U W^t-*-^, Mfc-r-dU Zf 

■r > y IB-fix yOi/t)2§£bfrfcftv\ 

[0181] 



4 9 
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[0 18 2] 
[0183] 

a 2 s^&at^a-icov^iftHg-ts,, in 2 8<D^Ls$:^f-t§^^-rr> h 

(D^m^^xiEM^^^y^^Mnhtc.^^^ yy hv&& 0 §28©^ 
miz* v^^yy hy7°vtr-is=iy (miw^^yy hy?v T-y=iy i 
2) 1 o^nff^D^^^^ Lxt^jyy bzs*T&£ vrommmmmm 

<Dmffl^& (CPUf) JCj:5Mf©TlC££fT3*l5. 7.7* V?S 8 0 UCfcVN 

t, ^^-fr>h«, iao^7^r>hit©rV^7°i/-fic , j3^>K77 

[0184] 

^■jrtg&n^^y y h 6 5 1 t>^^zm^^n. y F7t«u\,&& 

z\ony*ryv y x h 6 5 l <o n £5§3R Uf>y7"S 

8 0 2) U ^fi9©y X h 6 5 4 tC#-f 3>f7^'J7h 
65U'J^h 6 5 4 ^^M^li, #tfr*-f 7f 6 5 2, 6 5 3 <Z)|g#fC «fc 

[0 18 5] 

y n^>K77^MMt3>f>7^$tl^t, Xf77*S 8 0 3(C 
fc^T, 'Jn^>K77>f;i'W^>6 5 5ji)^T$^. ij3^>F77>f 

;i/ffr&tf#:y 6 5 5tWF£*i££:> xf«y7°S 8 0 4(:feVAt, 'Jn^>F7 

5 0 ffill#2 0 0 3 - 3 0 4 2 4 5 9 
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7 -i ;n*uc 



[0 18 6] 

U n*y F7 7^ ;WC&, ®30 (a) lC^1"i:e)iC, Hf-^ftn^T-^y £^ 
'j3jl>F77>f;b7 2 0iih, 030 (b) {c^-ti-Mc, ^mkny^-y 



[0187] 

XrVfS 8 0 4 &C£^T> 3>f>7P^77^;VOM$:l*^^S#{ 
bfcH^tt, ®3 0 (b) tC^t3>f>777-f^7 2 1©^f)&5'j3^ 
> K77>f^7 3 0#£ffc3*l5. 
[0 18 8] 

3>f>^77^Mi^$:@3 1(3t 0 3>r>777-fil/ (MQ T77 

, S&Kn^vyJBA^IBfc^Hy^traVr fay 7*t-;tURL, 3>t-> 
y»J^£ lt©n>f^ I D (CID) &<$£ti&. 
[0189] 

7uvv (ekb) ffifi , yu-*^&jlMLrii«s*is^affc^-^'niy^ ( 



[0 19 0] 

XrVfS 8 0 3>f>^«77>f;i/M4S«Lfe 

x-ry "7S 8 o 6icii», ayT-yvWimyrJ )i (HTML7r-f;v 




2 1 (Dfrfr^teZ U3^>K77-f;b7 3 0«/£ 



5 1 
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yfcfcfcic, ny^-yvyy^ ^/rtJC*»JWStiTV^S^, iE£l&C3 >^>yfU 

3>^>^S^-*^e>#rft£*iS = 
[0191] 

, V'yJTy hr^v sr-isByizmfeZtitcTyfi"- hHTML77^;i/t: 

Xf^y^S 8 0 8 tCfcV^T, 3>r>777-f;i/i:P^MHWML77-fM^ 

fcs y 3* > K7r>f^44iat«. 

[0 19 2] 

3>r>^Wf-^ bT0HTML77^^0^i^§:03 2 IC^ 
•t„ H3 2lCa%"t«tt, 3>f>^^tif-^ffli^fflMt^6o W7 7 

3 © 3. BJ? 7 r W ^ & * - 7 > 1" £ £ £ ic & 5 . 

[0193] 

y n*y \?y r j MzW&znt^y^yvte^^ikZtxt^y^yvx&V 
, ZM&^-f-fe t-^t>t»-9*-t:"xf r -^^3>-T->^^(73ffjmM 
aS:3t#UTv^*v^-&lCttS^"t6ri:tt*CS*;v^ tot, Un^>K77 
>f;i/&£1fibfc?9>f T> h#y n*y \^y7-()Hz^m^nr=.ny^yv^m 

%tz>m-£izi$. 5jtyxmmzmm?z^M£*mfi-tzz.£izt£z> 0 

[0 19 4] 

z.o^a tyxffimMM&miz-D^T. ®3 3, 03 4 o^myu-^mh 
xmrn-tz,, 'j3^>F77-f;^^ibt77^r>h(t ®3 2 iz^-tmm 

%yr4)\j (HTML77>f;i/) fcit-^U ftflfi, iAn>f>7Sit-f 
7 3U^'J*;^ Uf7 7*S 8 11) tS D 3©7'J y ^flLSKJ: U 
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K^T-f^lCl&^Stlfcn^^^^^T^ ;i/ (MQT77^f;i/) (03 1#RB) 
5:i^ffilT> 3>r>^77^M^3>f> i yiD (CID) i:i/377°U 
RL« (*7^y^S 8 13) ts, 
[0 19 5] 

[0 19 6] 

Ts'rv^S 8 14 &C£V^> 3>f>777^f Jl/^^ffifilbfell^T^^ I D 
(CID) K^c^T* n^T-^^^T-r^&fg^-t^. r*U£^-f7>h 

%ZnZ> a ^f>y7'S8 15T'it Xf'y7°S8 14 5r^lfc77>fMffl 
[0 19 7] 

r^ctc, xt^v 7s 8 i 6tcfc^T, »y ^ s 8 i 3 y^-yy 7 r A Jlfr 

t>m& h tcis 3 V 7°U R L 7^ {C^$ ft, 77 7f{^fU R L (cmi- 
-5 3 >y ^ S/' 5: 2/ 3 v 7°V- rtfr £ M&m~?o 
[0 19 8] 

0 3 4 ©ia7n-ffl7>f^7°S 8 3 1 iZ&^Z. i/3 «y 7°I®^)^7^7> 
htf)f-V \zm^ZtiZ>o MT&f&miZ. m^tfUZit, M&Lfcnyry 

ycDBAt&m. tZM^mcD^ttifr&mmk.mm'v&v. ftizmi 1, 013, 
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